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Rooted in open source, Tetrate was founded to solve the application networking and security 

challenges created by modern computing so enterprises can innovate with speed and safety 

in hybrid and multi-cloud environments. As applications evolve into collections of 

decentralized microservices, monitoring and managing the network communications and 

security among those myriad services becomes challenging. This is why some of the largest 

financial institutions, governments and other enterprises rely on Tetrate to deliver modern 

application networking and security on a foundation of Zero Trust.   .http://www.tetrate.io

About Tetrate

2 Service Mesh Handbook

http://www.tetrate.io/
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27 Service Mesh Handbook

Tetrate simplifies policy enforcement by extending the capabilities of a single-cluster service mesh to 

an entire application fleet. App-level zoning allows for secure, fine-grained segmentation. Vetted 

workflows allow application, platform, and infosec teams to effectively manage policies for the entire 

organization. A centralized view of config changes with policy controls enables audit and continuous 

proof of compliance�

� Compliance: Tetrate Service Bridge works with the FIPS and federally certified Istio builds created 

and supported by Tetrate. It offers  plus out-of-the box controls to ensure 

compliance with regulatory requirements. Audit log exports are also available to provide proof of 

current and historical adherence to governance and compliance standards�

� End-to-end mTLS: Tetrate Service Bridge integrates with existing public key infrastructure––

including ACM and Venafi––for centralized management. And TSB supports Istio’s ability to enable 

encryption to be implemented consistently and flexibly across all workloads, including between 

containers and VMs. Mutual TLS enforcement can be applied by security teams according to 

governance policy, without relying on the capacity and timelines of app teams to build support for 

it into each application.�

� Secure access: Tetrate's built-in implementation of NIST's  

provides for fine-grained, flexible segmentation, authentication, and authorization. Move auth out of 

your applications to unburden your developers. Perform access control in Envoy between services 

to ensure consistent policy enforcement across your entire fleet and manage it all in one place�

� Policy-driven: The mesh takes cross-cutting security concerns out of the application code stack 

and into a dedicated infrastructure layer where they belong. Security teams have centralized 

control of policy for every application, regardless of which language or technology stack they use. 

This gives security teams the visibility and control they need to keep applications and data safe, 

while freeing up app dev cycles to return focus to creating business value.

PCI DSS conformance,

next-generation access control (NGAC)

While single-cluster service mesh facilitates connections between workloads, TSB enables seamless 

connectivity across heterogeneous, multi-site deployments. TSB offers simple, consistent workflows for 

managing connectivity, regardless of where applications are deployed and what compute they run on�

� Multi-cluster, multi-platform, multi-cloud: From the start, Tetrate's mission has been to connect 

hybrid networks and compute environments--including multiple clusters, multiple clouds, and on-

premises--and to operationalize application networking in a simple, consistent way across an 

entire fleet. Now, Tetrate brings infrastructure-agnostic communication and operation of the stack. 

Security

Connectivity

https://www.tetrate.io/pci-compliance-dss/
https://www.tetrate.io/blog/introducing-tetrate-q/
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