
Tetrate Service Bridge (TSB) 

Application Security Architecture 

An overview of the security guarantees Tetrate Service Bridge 

provides to your applications running on the mesh and how.
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TSB enforces the above policies at runtime 

in a reliable, available way by implementing 

a tree-shaped architecture composed of 

three layers�

� TSB's management 

plane is the root of the tree, where your 

stakeholders - application developers, 

platform, security, networking and 

operations owners - configure and 

observe the mesh�

� TSB delivers both a global 

control plane, which is responsible for 

cross-cluster service discovery and 

configuration distribution and a local 

control plane, which is responsible for 

programming an upstream, OSS Istio 

control plane�

� Deployed as sidecars and 

gateways, Envoy acts as the mesh’s data 

plane, handling the bits-and-bytes of 

your application traffic. Envoy can be 

Management plane. 

Control plane. 

Data plane. 

deployed in many modes: as an ingress or egress proxy, traditional reverse load balancer, or as a 

sidecar. TSB programs Envoy to act as any of the three you need, by configuring the Istio control 

plane that manages that Envoy.

Tetrate Service Bridge also enables management of the mesh’s capabilities: it lets you manage who in 

your organization can change which mesh configurations affecting what physical infrastructure. In 

other words, it allows safe multi-tenant usage of the service mesh: your central teams can mandate 

policy while delegating configuration to application teams - who can’t configure the system outside of 

the bounds they’ve been given. These management guardrails offer safety and agility, transforming 

the platform and security teams from a bottleneck into an agility booster for the organization. On top 

of the runtime policies that the mesh can enforce for your applications, TSB provides a variety of 

management capabilities to make the mesh useful in a complex enterprise�

�  bring your existing identity provider, assign your 

physical infrastructure into a hierarchy, then collaboratively enforce controls across the entire 

infrastructure with policy defaults, bounds, and delegation.

Hierarchical identity and access management:

Fig 1. Tetrate Service Bridge provides a management 

plane and global control plane, layered on top of 

OSS Istio’s control plane and Envoy data plane.

How TSB Achieves Enforcement

Tetrate Service Bridge (TSB) Application Security Architecture  10.23.20235
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�   It means policy can span environments and topologies - we can 

write a policy once and enforce it everywhere, rather than bespoke policies per environment�

�  The policy we write uses human-understandable primitives (“service 

A can call service B”) not network oriented primitives (“10.1.2.3/30 is allowed to call 10.100.2.3/30 on 

port 8080”). This context is critical - in our experience, the lack of context for rules is a key reason for 

lack of agility around traditional network policy today�

� There is a single policy, not a set of policies that need 

to be pieced together to understand intent. A human can read a policy like “the frontend service is 

allowed to call ‘GET /foo’ on the backend service” and understand the access the policy intends to 

convey - even if, for example, the frontend is deployed in the cloud and the backend on prem. It’s 

significantly harder to read a set of network peering and firewall rules allowing communication 

across the DMZ for a set of subnets and understand the access the policy intends to convey. In turn, 

this means it's harder to write the wrong policy and easier for a human to understand when a policy 

isn’t correct.

Write once, enforce everywhere.

Human readable primitives.

Contextual intent codified in a single policy. 

Tetrate Service Bridge (TSB) Application Security Architecture  10.23.20237

Fig 3. To facilitate communication between applications across a DMZ – e.g. from Cloud to an on-prem application – you 

need policy at several layers. TSB’s policy sits at L7, cutting across the infrastructure, while lower policy layers need many 

policies in each part of the infrastructure to facilitate communication.

From a policy perspective, Tetrate Service Bridge sits at Layer 7, allowing you to author access policy in 

terms of service identities rather than IP subnets or network labeling. This is powerful in a few ways:
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To act as the access layer, the service mesh deploys proxies that act as policy enforcement points at 

a variety of locations in the infrastructure�

� As a sidecar, beside each application instance intercepting all traffic into and out of the 

application, handling “east-west” internal communication between services in your infrastructure. 

This is the primary use case we think of when we think of the service mesh�

� As an ingress gateway, controlling how applications in your cluster are exposed outside: managing 

what names, certificates, ports, protocols, and application endpoints are served to the world 

outside your cluster. Think of this as the service mesh managing a traditional reverse proxy similar 

to Spring Cloud Gateway, NGINX, or HAProxy�

� As an egress gateway, controlling how applications in your cluster communicate with the outside 

world. This can be used for traditional egress filtering and logging like a Squid proxy, but can also 

implement identity based policy for what is allowed to call out, as well as perform credential 

exchange - presenting a set of credentials (like an mTLS certificate for a partner API) on behalf of 

the application so the application doesn’t need to handle them (e.g. the application does not need 

to handle communicating via mTLS with the partner API). Think of it as a next generation, identity 

aware Squid proxy�

� As an edge gateway, accepting external traffic before the ingress gateway and performing fine-

grained load balancing across clusters or sites. It’s used to terminate external traffic, enable 

infrastructure level failover, blue-green cluster deploys and facilitate ingress-gateway-per-team 

deployments without requiring each of those teams to have publicly routable ingress gateways. 

Think of it as a modern software based local traffic manager like F5, that can apply per-request 

policy rather than per-connection.
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An incredibly common pattern we see with customers is a deployment across a set of on-prem data 

centers and one or more public clouds. All traffic across environments must traverse a “network 

demilitarized zone” (network DMZ) - usually implemented with firewalls. Changing these firewall rules 

tends to take days to weeks. Meanwhile, the move to cloud and increased usage of SaaS means that 

firewall updates need to happen more and more frequently. We see these perimeter policy updates 

slowing application developer agility.

A common pattern we implement with Tetrate Service Bridge is to deploy a set of edge gateways in 

each environment: in each cloud and in on prem data centers. We create a static set of firewall rules 

allowing communication between these edge gateways. Using the service mesh, we effectively 

“tunnel” application communication between environments via these edge gateways - transparently 

to the application. The edge gateways enforce access policies based on application identity to 

control which applications can communicate over the “tunnel”. We say “tunnel” throughout (in 

quotes) because the connection does not look like a traditional VPN-based tunneling system (though 

this pattern can be deployed directly on top of a VPN-based connection between sites).

Fig 9.

Practical Example: Bridging Cloud and 

Data Centers

Tetrate Service Bridge (TSB) Application Security Architecture  10.23.202313
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