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A service mesh is a dedicated infrastructure layer that decouples some of the critical operational 

tasks of a distributed application from its business logic. Large-scale Kubernetes-hosted 

microservices applications are natural candidates for service meshes due to their complex 

requirements of inter-service communication (e.g. retries, timeouts, traffic splitting), observability, 

(e.g. metrics, logs, traces), and security features (e.g. authentication, authorization, encryption, zero 

trust). Service meshes can offload many operational concerns of the Kubernetes cluster, leaving 

developers to focus on business logic.

A service mesh has many benefits in a modern, distributed and dynamic networking environment, 

such as Kubernetes-based systems, where new workloads are deployed constantly, pods come and 

go and instances scale up or down�

� The service mesh externalizes all the networking concerns from the 

applications. Now they can be managed and updated centrally. By offloading all networking 

concerns to the service mesh, service developers can focus their efforts solely on their application 

and business logic�

�  With a service mesh, you can upgrade your service mesh and 

everyone immediately enjoys the latest and greatest transparently. Traditionally, to introduce a 

change or upgrade to a client library, you would need to negotiate with each team individually, 

supporting multiple versions of libraries and across multiple programming languages�

� As a central component that touches all of 

your services, the service mesh can handle cross-cutting concerns - such as observability, health 

checks and access policy enforcement - across all services in your Kubernetes-based system�

� The service mesh can add a layer of security to an enterprise’s 

inter-service communication by employing a zero trust approach to access and using mTLS to 

encrypt traffic for secure communication. Additionally, limiting access from application to 

application helps to ensure that a malicious attacker who exploits one service cannot move 

laterally through your network to exploit other services�

� You benefit from the efforts of experts that keep evolving, improving and 

optimizing the service mesh built on open source Istio. The service mesh is also used and battle-

tested by many organizations. This means that problems that might impact you may have been 

discovered and reported by other users.

Offload Networking Concerns: 

Transparent Library Upgrades:

Simpler Management of Cross-Cutting Concerns: 

Zero Trust Security Out of the Box: 

Benefit of Community: 

Service Mesh Benefits

5 Simplify Kubernetes and Multi-Cloud Complexity with the Service Mesh 10.16.23
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Observability: TSB provides centralized observability features like distributed tracing, metrics 

collection and logging, which enable teams to monitor and troubleshoot applications 

consistently across different clouds. This unified observability simplifies root cause analysis and 

performance optimization.

Resilience: Multi-cloud environments may experience disruptions or outages in specific 

regions or providers. TSB can implement automated resilience mechanisms like retries, circuit 

breaking and failover to mitigate the impact of such disruptions, ensuring uninterrupted 

service availability.

Traffic Control: When managing workloads across multiple clouds, it's essential to have fine-

grained control over traffic routing and shifting. TSB offers traffic management capabilities, 

enabling controlled rollouts, canary deployments and blue-green deployments across clouds.

Policy Management: TSB allows for consistent policy enforcement across clouds, including 

network policies, security policies, zero trust and access control policies. This simplifies 

governance and compliance efforts.

Hybrid Cloud Support: TSB can extend beyond cloud environments to include on-premises or 

data center deployments, creating a seamless hybrid cloud setup. This is valuable for 

organizations with hybrid infrastructure.

Interoperability: TSB is cloud-agnostic and can work with various Kubernetes distributions, 

container orchestration platforms, and even legacy bare metal systems. This interoperability 

simplifies multi-cloud adoption without vendor lock-in concerns.

8 Simplify Kubernetes and Multi-Cloud Complexity with the Service Mesh 10.16.23

While a service mesh supports your enterprise with cross-cloud connectivity, gaining a clear picture 

of everything you’re running across your clouds is still challenging. As your systems grow in scale and 

spread across more clusters and clouds, the ability to see it all through a single pane of glass is 

critical. Tetrate Service Bridge gives you the tools you need for monitoring, visualization, optimizing 

and troubleshooting your network - whether you run multi-cloud or hybrid-cloud and whether you 

use Kubernetes or non-Kubernetes deployments. 



9 Simplify Kubernetes and Multi-Cloud Complexity with the Service Mesh 10.16.23

Tetrate Service Bridge also enables management of the mesh’s capabilities: it lets you manage who in 

your organization can change which mesh configurations affecting what physical infrastructure. In 

other words, it allows safe multi-tenant usage of the service mesh: your central teams can mandate 

policy while delegating configuration to application teams - who can’t configure the system outside of 

the bounds they’ve been given. These management guardrails offer safety and agility, transforming the 

platform and security teams from a bottleneck into an agility accelerator for the organization. On top of 

the runtime policies that the mesh can enforce for your applications, TSB provides a variety of 

management capabilities to make the mesh useful in a complex enterprise�

� bring your existing identity provider, assign your 

physical infrastructure into a hierarchy, then collaboratively enforce controls across the entire 

infrastructure with policy defaults, bounds and delegation.�

�  set configuration defaults for all types of configuration on your 

hierarchy, with the ability for teams lower in the hierarchy to replace with only stricter policy. Enforce 

permissive policies in test environments but strict policies in production�

� view your application topology and understand how traffic flows - at the 

application level, across your entire infrastructure. Assess application health with mesh operational 

metrics and bootstrap availability measures in your organization with objective measures like ApDex�

� see what changed in the system when and visualize the system’s runtime 

behavior before and after. Every event in the system is recorded and this audit log can be exported to 

other systems. TSB’s visibility closes the loop on policy change to runtime effect.

Hierarchical Identity and Access Management: 

Default Configurations and Controls:

Visibility and Operability: 

Audit and Traceability: 

TSB enforces the above policies at runtime in a reliable, available way by implementing a tree-shaped 

architecture composed of three layers:

�  TSB's management plane is the 

root of the tree, where your stakeholders - application 

developers, platform, security, networking and 

operations owners - configure and observe the mesh�

�  TSB delivers both a global control plane 

- which is responsible for cross-cluster service 

discovery and configuration distribution - and a local 

control plane, which is responsible for programming an 

upstream, OSS Istio control plane�

�  Deployed as sidecars and gateways, Envoy 

acts as the mesh’s data plane, handling the bits-and-

bytes of your application traffic. Envoy can be 

deployed in many modes: as an ingress or egress 

proxy, traditional reverse load balancer, or as a sidecar.

Management Plane:

Control Plane:

Data Plane:



�� ���������������������	�������
���	�
������������������������������� #" #� !�

A�������=��H����������������������968A5�����3���=������������������������	�=������������������ �

8�������=��H�����������������=��������������<�������3��	�����������������������	���������������

��=��H��������������������	��	������	�����	��������������������������������������3���������

	����������������������������	��������=��=���������	�������	��������������� ������=������=����������

������������������������������=�����	����������������������&����������	�������������������<���=����

��������������������	�	��������������������3�>

8�����'���������������������������	� <����������	����8�����%������	��=���=������6�3�

$��������	�GE�8%���� �
������������������4������
��	������<������������	��=��	��������

����H��=������������������������������=�������������������������������������������=�������������

��&�������������68A���������������	��	������	�������������>

B��	�������<��H�������������	�������������Q�������3���������	������	�DP���	�����������������

���	����������������������������������������	����3�����������=�������	�������������3 �E����	<�

������	�����������������	��=����3����������������	����� �8�����������������������<��������	����

������������=��������������������3�������������������������������������������������������P

GE�8��X�W""�!"]A

E��		���������������������������3�<�������	���������������������������������������������������������

��������������=��������	��	����������	�������=������	���	������	���=�������������������������

�����	��	�������������������� 

�be

abe

cbe

dbe

_be

�°£ ¬«ª¨�°e¨°e� ®°§¨ª���8¢�������������<�9�58¢���������������������

�¤ �¨£¤e©�¤°ª¨�¨£®ª¨�°e�e|{ª�¤°ª¨£®ª¨�°�e�XEBBu��	����������������3��	�������������

�¤ �¨£¤eª�e�¤ �¨£¤e|{ª�� ¨y®ª¨�°��$�����������������=��	�������=������<����������������������

���������	������=��	�	����	����H������������������������	������������ = �G����i���A������
�������9GiA
�

�°�g{§¤ e|{ª�¤°ª¨£®ª¨�°��~��������������	��	������������	������E~�

�°�g{§¤ eª�ef¤§�{ £¤e|{ª�� ¨y®ª¨�°��E���=����������������=������������}E~
���������=��	�	����	�

�������H��������� = �GiA


8�$P�u�����6����8�����}�����������4������

A���	�	����	�������������������<�8�$�����������������������������������	�������������� �8���

������������%����	�����������������������������	�����������������������<��������������������������

������������������������ �8����������������������������������������������=������������������

����������%���	�����������������������	��������	����������������3������9 5 GE�8��X�W""�!"²$

8�$P�É��������X������u����������

https://csrc.nist.gov/pubs/sp/800/207/a/ipd
https://tetr8.io/nist-sp-800-204b


�� ������������������
�����������	�����	����������������������������
� "!�"�� �

>���
��������
�����������������
���������������������������
(��
������
�'��������������������������

��������
�������
�������������������������'�
6�����������������������'�(���
�������
���������������

��������������/�����������������'�
��
������������������������������������/���������������@��������

���
(�������
���������
����������������
���������������������������������
���������������������<����

���
����
����3

>������������������������
�������������'�����
�������������
����'���<�����
��
������������<��'����

��'���<�����
�����'��������@>������
��������
��T��������'�����������(�
�����'���������'���������

����������<��������������
�����
���'���<�����
���������������������������������'�����
���������

�������
�������������
����������
�
�����
������
������
�����S�����E�
��D�����(��
����������
�

���������
��
(����������<��'���
���������
��������������
�������������/
���������/��'�����

����'������������������������<��������������
�Y

���������
���������
���������
�����������������������C
�
����'��
����������

������������
����
�

�����������'���������'��'�����������<��(������
������
���
��������������
��>�'�����(��������������

������������������������������'�������������'��������(���
��������������������
������������(�
��������

���������������������������
������������������������������
(������������'�����
(������/�����


�������������

�����
�X

���������
�������������������
����j������>�'�����



12 Simplify Kubernetes and Multi-Cloud Complexity with the Service Mesh 10.16.23

Here is a summary of how a service mesh and Kubernetes are better together:

Kubernetes abstracts cloud-specific details, 
allowing you to deploy applications across 
multiple cloud providers consistently.

Kubernetes excels at container orchestration, 
automating the deployment, scaling and 
management of containers and services. It 
provides the infrastructure and abstractions 
for running containers efficiently.

Kubernetes offers basic load balancing and 
traffic routing capabilities, but they may not 
be sufficient for complex microservices 
architectures.

Kubernetes offers security features like RBAC 
(Role-Based Access Control) and network 
policies to secure the infrastructure and 
access to the Kubernetes API.

Kubernetes offers basic monitoring through 
the use of tools like Prometheus and Grafana.

Kubernetes has some traffic management 
features, but service discovery and routing 
can be challenging in complex microservices 
environments.

Kubernetes supports auto-scaling, which is 
beneficial for maintaining service availability.

Service meshes extend this consistency to 
service communication and security policies, 
making it simpler and easier to deploy and 
manage microservices across diverse cloud 
environments.

Service meshes enhance Kubernetes by 
providing a dedicated layer for managing 
service-to-service communication, including 
advanced traffic routing, load balancing and 
security features. This simplifies the 
operational aspects of managing 
communication within Kubernetes clusters.

Service meshes provide advanced traffic 
control, allowing fine-grained routing, load 
balancing, circuit breaking and traffic shifting. 
This helps optimize application performance 
and resilience.

Service meshes enhance security by 
providing mutual TLS (mTLS) authentication 
between services, access control and 
encryption for service-to-service 
communication. They also enforce security 
policies consistently across microservices, 
improving the overall security posture.

Service meshes offer comprehensive 
observability with distributed tracing, metrics 
collection and logging. This enables better 
visibility into service behavior and simplifies 
troubleshooting and performance 
optimization.

Service meshes provide advanced service 
discovery and routing, simplifying inter-
service communication, making it easier to 
manage application traffic.

Service meshes enhance resilience through 
features like retries, circuit breaking and 
failover. This helps mitigate the impact of 
service disruptions.

Consistency 

Across Multi-Cloud 

Environments

Orchestration and 

Management

Traffic Control

Security

Observability

Traffic 

Management

Resilience

Kubernetes Service Mesh
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Rooted in open source, Tetrate was founded to solve the application networking and security 

challenges created by modern computing so enterprises can innovate with speed and safety in 

hybrid and multi-cloud environments. As applications evolve into collections of decentralized 

microservices, monitoring and managing the network communications and security among those 

myriad services becomes challenging. This is why some of the largest financial institutions, 

governments and other enterprises rely on Tetrate to deliver modern application networking and 

security on a foundation of Zero Trust.  http://www.tetrate.io.

Tetrate Service Bridge (TSB) builds upon the advantages of 100% upstream Istio by adding 

powerful tooling and support to manage complex multi-cluster applications and services across 

any hybrid or multi-cloud environment. As the first FIPS-certified Istio Distro, Tetrate offers FIPS-

compliant Istio builds that have been vetted and tested for security. Tetrate also provides lifecycle 

management and enterprise support for Istio and Tetrate Service Bridge, ensuring that 

government agencies have access to a secure and reliable platform that meets their unique 

security and compliance needs. https://tetrate.io/tetrate-service-bridge

Accelerate your service mesh journey with expertly curated, hands-on training courses from the 

co-creators of open source Istio and Envoy. Private training for enterprise customers available 

upon request. https://academy.tetrate.io

About Tetrate

Tetrate Service Bridge (TSB)

Tetrate Academy

http://www.tetrate.io/
https://tetrate.io/tetrate-service-bridge
https://academy.tetrate.io

